Spotting “Tech Support” Scams
By Sarah Ralston

Pull quote
A pop-up on your screen says your computer is infected. Then the phone rings. A serious-sounding “tech support agent” wants access to your computer or asks you to buy software to “fix the problem”…it’s a scam!

If your computer suddenly shows a warning that says “VIRUS DETECTED” or a pop-up appears telling you to call a number immediately, it can be alarming. Often, these messages are followed by a phone call from someone claiming to be from McAfee, Norton, Microsoft, Apple, or another tech company. They sound official and might even know your name.

Don’t believe them. These are tech support scams—and they’re aimed directly at older adults. Scammers create fake alerts to convince you something is wrong with your computer. Then they try to get remote access to your system or convince you to buy unnecessary services.

They may say things like:
· "Your computer has a virus. We can fix it."
· "We’ve detected suspicious activity on your account."
· "We need to verify your identity with your credit card."

These are all lies. Legitimate companies will NEVER contact you this way.

These pop-ups may be triggered by clicking a malicious ad or visiting a legitimate website that was unknowingly compromised. This is why even "safe" websites can sometimes display risky content.

What You Can Do:
· Don’t call phone numbers that pop up on your screen.
· Hang up if someone calls claiming to be tech support.
· Never give remote access to anyone you don’t know.
· Talk to a trusted friend or facility staff member before acting.

You are not alone. These scammers target thousands of people every day. By staying calm and asking for help, you can avoid becoming a victim.

Sarah Ralston is the Director of Privacy & Risk Solutions at Proxyware. Proxyware helps protect seniors from these hidden online threats by stopping malicious attacks before they ever reach your screen. If you think you’ve been a victim of a scam, you can report it here: reportscams.us/today.
