Think Before You Click – Online Safety Starts Here
By Sarah Ralston

Pull quote
We all love the convenience of online shopping, reading our news online, and video chats with family—but the internet comes with risks. 

The internet is a wonderful tool that keeps us connected to loved ones, helps us manage our finances, and brings us entertainment and information with just a few clicks. But it also opens the door to cybercriminals who are always looking for new ways to trick unsuspecting users into giving up personal information or money.

Scammers are getting sneakier, often targeting older adults with messages that look real but are anything but.

One of the most common dangers is phishing—a scam where someone sends a fake email or text message to try to trick you into clicking a bad link or providing personal details. These messages might say your account is locked, your package is delayed, or you need to verify your Medicare information. They often look very real and create a sense of urgency so you react quickly.

But phishing isn’t limited to email or texts. Ads, online shopping offers, even entertainment or news websites can contain hidden malware that gets triggered when you click or tap. These threats can come from unsafe ad content or hijacked websites that look real but are part of a scam.

Here’s the key: if you didn’t expect the message, ad, or offer, don’t click. If the sender seems unfamiliar, or message feels pushy, or the offer too good to be true, trust your instincts. Scammers are counting on you to react without thinking.

What You Can Do:
· Stop and read carefully before clicking on anything.
· Never share personal or financial info through email, text, or a pop-up.
· Use trusted websites and apps. Avoid clicking on ads or deals that feel too good to be true.
· Call the company or person using a known number, not the one in the message.

Remember: Online safety starts with you. A short pause can prevent a long headache. 

If you think you have fallen victim to a phishing attack, get help here:
· FTC Fraud Line: 1-877-FTC-HELP
· National Elder Fraud Hotline: 1-833-FRAUD-11
· FBI Cyber Crime Tips: www.ic3.gov
· Visit: Proxyware.org/senior


Sarah Ralston is the Director of Privacy & Risk Solutions at Proxyware. Proxyware helps protect seniors from these hidden online threats by stopping malicious attacks before they ever reach your screen. If you think you’ve been a victim of a scam, you can report it here: reportscams.us/today.



